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What is a Community?

The EPA Portal is organized around communities of users. Communities are groups of
pages that are designed to meet the business needs of users who share similar interests or
perform similar tasks. As such, the Community Concept allows the Portal to efficiently
organize information, appropriately control access, and personalize the member
experience. The EPA Portal has the ability to have an infinite number of communities
that can be used by Program Offices and Regions to tie together interests or specific
functions. Any Program Office or Region may develop a Community within the Portal.

Community Maintenance

Once your Community has been established, you are encouraged to make modifications
and enhancements to your Community pages and portlets as needed. The Program
Management Office (PMO) is currently developing detailed guidance and procedures for
Community maintenance. In the interim, continue to coordinate and communicate with
the PMO, and support contractors to ensure smooth implementation of your new
functionality.

Controlling User Access to the Portal and Communities
The Portal Framework recognizes that different Portal Communities are meant for
different types of users. Some communities contain materials that are for general
consumption by any Portal user. Other communities (e.g. the EPA Employee Page) are
meant for only specific users. As the Community Manager, you are responsible for
identifying the business rules for all users accessing your Community
Currently, there are three types of Portal users:

e EPA Staff — Federal employees of EPA;

e Internal Affiliates — Any person who is not an EPA employee but has both a LAN ID

and an epa.gov email account; and
e External Affiliates — External partners who are working with EPA (e.g., university

researcher, state employee, grantee, etc.). These users do not have both an epa.gov email
and LAN ID.

When external users request access to the EPA Portal, they must also designate a primary
Community. Their primary Community is related to their primary business need for
Portal access. As a Community Manager you are also responsible for approving or
rejecting access to the Portal and to your Community for individuals that designate your
Community as their primary business need. You are also responsible for approving or
rejecting community access requests from individuals who have already gained portal
access via another primary community or are an EPA Employee or Internal Affiliate.

Approve/Reject Requests to Access the Portal and a Community

When an External Affiliate requests access to the Portal, they must also designate a
primary Community. When your Community is designated as the primary community,
your approval is approving both the creation of the Portal account and access to your
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community. If you reject the request, both the community access and the creation of the
Portal account is rejected.

Users who already have access to the Portal are able to request access to additional
Communities through the Portal’s Request Access to a Community, functionality.

In both instances, as a Community Manager you will receive an email alerting you that
the request has been made (Figures 1 and 2).

Dear «<Community Manager>:

A potential user, <Name>, has requested access to the EPA Portal
and the <Name> Community.

To approve or reject the request for access, please log into the EPA
Portal hitp://iportal.epa gov and click on the “Pending Access
Requests” link.

Sincerely,

EPA Portal Manager

Figure 1: Manager Notification — Portal and Community Request

Dear <Community Manager>:

A potential user, <Name>, has requested access to the <Name>
Community.

To approve or reject the request for access, please log into the EPA
Portal hitp:fiportal.epa.gov and click on the “Pending Access
Requests” link.

Sincerely,

EPA Portal Manager

Figure 2: Manager Notification — Community Request Only

You can choose to approve or reject requests to the Portal and your Community. Click
on the link to the Pending Access Requests page (Figure 3) just below the Welcome
banner.
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Figure 3: Pending Access Requests Link

The pending requests for your Community and the Portal will be displayed. (Figure 4).

Pending Requests T

The following uzers have requested access to your community o, where noted with "MNew Lizer" | to both the portal and your cotmmunity. To enable the Spprove and Reject buttons, at least one
heck box must be selected. To approve access, olick onthe Approve Button, To reject sccess, click on the Reject Button:

Total Requests: &

Select Name Type of User (& Date Requested Contact Information EPA Contact Information Community name &
Il TestUsdrLas | testUserFir EPA Cutside Affiiste (New User) 08011/2009 34356 testvichoy ot Michael Plasting CWNE

getfder | lowa plastino. michasli@epa.gov

Uritec! States , 34567 202-564-0682

estingieps gov

(B76) 676-2345
(] user | stagingcwns EPA Outside Affiiate (Mewe Usery  01M2/2010 2343 testing Michae! Plasting CVME

reston |, Maryland plasting michasli@epa.goy

United States | 65432 +202-564-0682

stagingcwns@@indtazoft.com
(436) 436-0937

(] A Mili EPA Cutside Affiiate (Newe User)  O7/09/2009 EE Maja lee General Portal Access
aa , Delavware lee. majai@ena.gov
Urited States | 11 [GRRVRRE SRR
nilisbcE@gmall com
"
|m] Tester | Sampson EP& Outside Affiiate (Mewe User) 080372009 123 same strect Maja Lee General Portal Sccess
Arlincton , Havsii lee majai@epa.goy
United States , 20747 [555) 555-5555
something@imeco com
434545454545
| ) D=z, Sabujima EPA Outsice Affiiate (Mewe User)  01/25/2010 8283 Greenshoro drive Rashmi Lal General Portal SAccess
Mclean | Virginia Lal Rashmig@epa gow
United States | 22102 (202) 564-0062
das_sabujima@bah.com _
(TNRFI-RITR _'i

Select All | Approve | Raject.l Resetl

Figure 4: Pending Requests

During the self registration process, each External User is required to designate an EPA
Sponsor. In order to verify that this person should be granted access to the Portal you
will need to contact the EPA Sponsor (aka EPA Contact) and ask the following questions:

1. Does this person have a business need to access the Portal and this Community?
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2. Will you verify this person’s business need for Portal and Community Access as
their sponsor? If yes, end questions here and approve the request. If no, go to
question 3.

3. Do you work directly with this person? If not, do you know who does and what is
their contact information? If you cannot verify a requestor’s identity and need to
access the Portal/Community, the request should be denied.

4. As the Community Manager and based on the sensitivity of the data in your
Community, please ask any additional questions you believe are necessary to
verify the user and their need to have access to the Portal and the Community.

Once you have obtained answers for the above questions click the desired box(es) to the
left of the requestor(s) name(s). Please note you can approve or reject multiple requests at
one time. However, you may only perform a single action (approve or reject) in the same
click action. ). Click the Approve or Reject request button on the Pending Access
Requests page (Figure 4) in order to approve or reject the request for access to your
Community (and the Portal in some cases). When you reject or approve a request, an
email is sent to the requestor to notify them that their request has been approved or
rejected (see Figures Sa, 5b, 6a, and 6b). The email will vary depending on their request.
If the user is requesting access to the Portal and the Community it will be noted in the
email.

Dear <first name> <last name:>:
Your request for access to the EPA Portal and the General Portal Access Community has been accepted.
Below is your user 1. Your password will be the one you provided during self-registration.

User 1Dx X000

Once you have logged into the EPA Portal successfully, you may change your password by clicking the
"My Profile" link below the banner. Passwords must be 8 or more characters long and contain at least one
letter and one number or symbol (i.e. §, 5, etc.).

If you have questions regarding your access, please contact the EPA Customer Call Center via email at:

epacallcenteniepa.gov or phone at 1-866-411-4EPA

Sincerely,

EFA Portal Manager

Figure 5a: Portal and Community Access Request Accepted Email
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EPA Portal User:

Your request for access to the <community name> has been accepted. The next time
you log in to the EPA Portal you will be able to access the Community.

If you have any problems with your access please contact the Community Manager.

Sincerely,
EPA Portal Manager

Figure 5b: Community Access Request Accepted Email

EPA Portal User:

Unfortunately, your request for access to the EPA Fortal and the <Community Name> Community has
been rejected based on confimnation of the information you provided.

If you have questions regarding your access, please contact the EPA Customer Call Center at

cpacallcenteri@epa.qgov or 1-866-411-4EFPA.

Sincerely,

EFA Portal Manager

Figure 6a: Portal and Community Access Request Rejected Email

Dear <User Name>:

Unfortunately, your request for access to the <Community Name> has been rejected based on
confirmation of the information you provided.

If you have questions regarding your access, please contact the EPA Customer Call Center via email at:

epacallcentern@epa.gov or phone at 1-866-411-4EPA or the Community Manager directly.

Sincerely,

EFA Portal Manager

Figure 6b: Community Access Request Rejected Email
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Manage Access
In addition to approving and rejecting access for users, Community Managers also have
the ability to control access to their Communities through the Portal’s Manage Access

page.

Click on the link to the Manage Access page (Figure 7) just below the Welcome banner.

My Communities  Collaboration Tools

Request Access to Communities

Manage Access >

Pending Access Fequests

Figure 7: Manage Access Link

When the Manage Access page comes up, select your Community from the drop down
list (Figure 8). NOTE: Community Managers will only see their own Community (or
Communities) in the list. They will not have access to view all Communities.

l | Managing User Access

Community Memhbers
Usze this portlet to vieww the current members of a Community. To remove access, click the box beside the member's name then click 'Remowe',

Select your

, use =] Community
EMP - Mational Decontarination Tearn

EMP - REGION 02 (NJ-NY-Puerto Rico-US Virgin Islange#” | from the drop
ESE Connection Privileged Access down list
Emissions Inventory System
Environmental Science Connector
First Line Supervisors

ITGS5 nvestment

Tribal Grants

Tribal Yater Qluality

WebCh3

Select from your communities:

a]

Figure 8: Community List
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Once you select your Community, the page will refresh and you will see the list of
Community members that have been approved for access to your Community (Figure 9).

l | Managing User Access

Community Members

Use this portlet to viewy the current members of & Community. To remove access, click the box beside the member's name then click 'Remoye’.

Select from your communities:; I First Line Superisors j
Tatal Members: 13

Humber !Select |Name Type of User Contact Information IEPM Contact Information
1 [ Limitedaccess, Manager SRA ERPA Outzide Affiliste 3434 Wazhington Blvd Terry Grady
- Arlington |, Virginia grady terry@epa gov
United States | 22201 (919 5411553

sramanagerbdi@haotmail.com
T03-284-6975

2 - Lockheed, mor
Arlington | Virginis
22207
mgr_lockheed@epa gov
(703 647-5700

3 O Matta, Davicd EPA Irternal Affiliste

ravid mattafd=ra com ¥
- o
Remave | R_eset'l

Figure 9: Approved Community Members

By clicking the box next to a name you can remove that user from membership to your
Community. Once a member has been removed they can’t be reinstated. The member

will need to request access again if the action was performed by mistake or their status
changes.

Who to Contact for Help

For questions, concerns, or assistance in using the Portal, contact the EPA Customer Call
Center at 1-866-411-4EPA or epacallcenter@epa.gov.

Portal Help
Community Manager’s Access Approval Guide 03/26/2010 7



